Enterprise IoT

Wwww.cognixia.com



About Cognixia

Cognixia- A Digital Workforce Solutions Company is dedicated to delivering
exceptional trainings and certifications in digital technologies. Founded in
2014, we provide interactive, customized training courses to individuals and
organizations alike, and have served more than 100,000 professionals across 37

countries worldwide.

Our team of more than 4,500 industry experts facilitate more than 400
comprehensive digital technologies courses, along with state-of-the-art
infrastructure, to deliver the best learning experience for everyone. Our
comprehensive series of instructor-led online trainings, classroom trainings and
on-demand self-paced online trainings cover a wide array of specialty areas,

including all of the following:

s loT

- BigData

» Cloud Computing

» Cyber Security

» Machine Learning

» Al&DeepLearning

« BlockchainTechnologies
» DevOps

Cognixia is ranked amongst the top five emerging technologies training

companies by various prestigious bodies. We're also an MAPR Advantage

Partner, Hortonworks Community Partner, RedHat Enterprise Partner, Microsoft
Silver Learning Partner and an authorized training partner for Dell EMC, Pivotal,

VMware and RSA technologies.
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Enterprise loT

Industries and businesses are experiencing a massive shift with automation, predictive analysis, machine learning, cloud technologies, Internet of Things (loT)
and many other emerging technologies. Of these, loT has created a global network of smart objects equipped with sensors and actuators that can interact and
respond to the physical environment around. Experts predict that by 2021, more than 25 billion devices will be connected around the world and it will grow to
75.44 billion by 2025.This massive rise in the adoption of loT has resulted in a great demand of professionals that are proficient in working with this technology
and capable of building integrated solutions to meet business requirements. For this, Cognixia presents the Enterprise loT training course that explores loT

froman architect's perspective.

Industry Trends

AKPMG survey of 750 tech leaders reports the greatest business transformation to have taken place due toloT.

The number of connected devicesin use will exceed to 14.2 billion by the end of 2019, and will grow to more than 25 billion by 2021 -Gartner
Business-to-Business loT segments will generate more than USD 300 billion annually by 2020 and USD 85 billion in the industrial sector - Bain
The global loT market will attain a CAGR of 28.5% by the end of 2020 - Forbes

By 2023, the buying and selling of loT data will become an essential part of many loT systems — Gartner

Worldwide loT spending is predicted to reach 1.1 trillion USD by 2021 -IDC
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Why become an loT Expert?

The rapid adoption of loT across industries has created a huge demand for professionals that can work with IoT. The widening skills gap in the field is creating
massive job openings that offer heavy salaries. Becoming an loT expert with Cognixia's 'Enterprise loT" training will equip participants with the knowledge and

skills essential to work on various loT segments, improving their hiring potential manifold.

Eligibility/Prerequisites

Participants need to have successfully completed the loT Advanced course with Cognixia or have equivalent skills as below -
« Familiarity with loT terminologies

« Knowledge of loT device design/knowledge of prototyping using open source prototyping boards like Arduino

» Knowledge of sensors, microcontrollerand communication technologies like Wi-Fi

» Conceptual knowledge of networking and internet communication

+ Basicknowledge of architecting loT solution

Target Audience

» Anyindividual keento build acareerinloT, having a background in engineering and technology (IT, electronics, mechanical engineering, etc.)
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DETAILED CURRICULUM : MODULES

Module 1:Introduction - Concepts and technologies behind Internet of
Things (loT)

* InternetofThings - history and evolution

* loT use-cases

e Economic potentials

» Futuretrends

Module 2: 10T Reference Architectures

¢ loTNetworkand Device

 Platformand Application Architecture

* Opensourceinitiatives

* Industry4.0-Reference Architecture

» Reference Architectural Model of Industry 4.0 - IIRC, Industrial Internet
Consortium (IIC), Industrial Internet Reference Architecture (IIRA)

Module 3: Data Representation & Modeling

« Understanding Data, Information, Knowledge and Wisdom (DIKW
Pyramid)

« Typesofdata

 Physicalandlogical representation of data

 Naturallanguages - Symbolic representation

« Computerlanguages-Dataencoding, storage and interpretation

 Structuredand unstructured data

Module 4:1oT Data Collection & Storage

 loT Devices—-Sensorand control nodes

« Datacollection & processing-Edge & Cloud

e Webservicesarchitecture and protocols-HTTP & MQTT

Module 5:Edge Computing and loT Brokers

» UnderstandingloT enterprise architecture

« Dataaggregation, processing and analyticsatthe edge
* AddressingITand OT integration

* loT brokers

* AWSGreengrassand Azure loT edge solutions

Module 6:loT Analytics

+ Selection of sensorto captureright set of data

« Handling of sensordata

» Analogtodigital conversion

» Eventdetection

 Datapre-processing

« Integration of different data sources

» Heterogeneity and distributed nature

+ Limitations of Sensor Nodes

» Real-Time/Streaming Analytics , Descriptive, Diagnostic, Predictive and
Prescriptive

 Analytics/Machine Learning using Python advance packages: NumPy, SciPy,
Matplotlib, Pandas and Sci-kit learn

Module 7:Introduction to Python & Python Fundamentals
» Python:Historyand background

» PythonIDEs

« AnacondaPythondistribution

Module 8: Jupyter notebook
* Introduction
« Setupandgettingstarted
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DETAILED CURRICULUM : MODULES

Module 9:Python data types and basic data structures Module 14:File handling and other OS interactions
« DatahandlinginPython * OpeningaFile
« Dynamictypingfeature of Python * Readingfromafile
» Sequencesand datastructures- Strings, lists, tuples, dictionary and sets « Writingtoafile
+ ClosingafFile
Module 10: Operators  Filehandling using With statement
 Arithmetic assignment » Readingdirectories & other basic directory operations (getcwd, mkdir, chdir
« Comparison etc.)
 Logical (orRelational) operators * Renaming &deletingfiles

« Conditional (orternary) operators
Module 15:Python Modules

Module 11: Conditional statements/Control structures  Buildingmodules

o |If,If-elif structures ¢ Executing modules as scripts, The Module Search Path
* WhileandForloops « Compiled'Pythonfiles

e Therange() Function + Standard Modules

¢ Breakand Continue Statements, and Else clauses on Loops * Thedir() Function

» Passstatement » Packages

Module 12:Python Functions Module 16:Introduction to OOP

 Localvariables « OOPsfundamentals

» Defaultargumentvaluesand Returning values » Class definition syntax, Class objects, Instance objects, Method objects;
« Keyword & Positionalarguments Instantiation

 Arbitraryargumentlists » DataMember-Classvariable/Instance variable

« Documentationstrings » Functionand Operator overloading

* Unpackingargumentlists * Inheritance

Module 13:Functional Programming Module 17:Exceptions

« Lambdafunctions + Handling Exceptions

« Listcomprehension » Try-except, Else clause and Finally clause

» Raising Exceptions
 User-defined Exceptions

® www.cognixia.com

¢ Map, apply, reduce &filter




DETAILED CURRICULUM : MODULES

Module 18: Python Data Science Packages Module 20: Cloud computing and platforms
* NumPy * Public, Private and Hybrid cloud platforms and deployment strategy
» One-dimensionalarrays, Multi-dimensional arrays + laaS, Saa$S, PaaS models
» NumPyarrays compared to Python lists » Cloud componentsand services
¢ Modifying parts ofanarray » Device connectivity &management
» Cloud brokers
« Pandas * RulesEngines
» Seriesand DataFrames » Databases
» Accessing elementsfrom aseries  Visualization
« Seriesalignment * Reporting
+ Element-wise operations  Notification/Alarm management
 Creating a DataFrame from NumPy Array, Series CSV files » Example platforms: AWS loT, Microsoft Azure
« Gettingcolumnsand rows
« Datawrangling Module 21:loT Security
» Overview of security and privacy in Information System
+ loTdata-Descriptive analytics using Pandas * Principles ofloT security
» Plotting with Matplotlib and Seaborn  loT security guidance
* ldentify the known threats, risks, vulnerabilities and privacy issues
Module 19: Machine Learning using Python * Security architectures

» WhatisMachine Learning?

* Introduction to Machine Learning

» TypesofMachineLearning

 Basicsof statisticsand linearalgebra

» Supervised machine learning - Regression, Classification

* Unsupervisedlearning —Clustering

+ Dimensionality reduction

* Model performance evaluation

» Timeseriesanalysis—loT data

» Predictive maintenanceloT system application and case study
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Participants will be provided with a customized loT kit that contains:

1. DevelopmentBoards
a. RaspberryPi

b. NodeMCU

2. ElectronicComponents
a. Sensors—Analogtemperature sensor(LM35)
b. MemoryCard (16 GB)
¢. HDMI-VGA Converter
d. TAPowerAdapter
e. SDCardReader
f.  IRProximity Sensor
g. Breadboard

h. Connectingleads(25)

® www.cognixia.com



Cognixia USPs

2QY

‘. ~ 24 x 7 SUPPORT ‘
REAL-LIFE PROJECTS & CASE STUDIES .

LIFETIME LMS ACCESS ‘

INDUSTRY STANDARD CERTIFICATE
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POTENTIAL CAREER OPTIONS
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To learn more visit
WWW.cognixia.com
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